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- The MAILING DATE of this communication appears on the cover sheet with the correspondence address - 
Period for Reply 



A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) FROM 
THE MAILING DATE OF THIS COMMUNICATION. 

- Extensions of time may be available under the provisions of 37 CFR 1 .136(a). In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 

- If the period for reply specified above is less than thirty (30) days, a reply within the statutory minimum of thirty (30) days will be considered timely. 

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 

- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S. C. § 1 33). 

- Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1 704(b). 

Status 

1 )□ Responsive to communication(s) filed on . 

2a)D This action is FINAL. 2b)^ This action is non-final. 

3) D Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 CD. 11, 453 O.G. 213. 
Disposition of Claims 

4) ^ Claim(s) 1-21 is/are pending in the application. 

4a) Of the above claim(s) is/are withdrawn from consideration. 

5) D Claim(s) is/are allowed. 

6) ^ Claim(s) 1-21 is/are rejected. 

7) D Claim(s) is/are objected to. 

8) D Claim(s) are subject to restriction and/or election requirement. 

Application Papers 

9) D The specification is objected to by the Examiner. 

10)D The drawing(s) filed on is/are: a)D accepted or b)D objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1 .85(a). 
11 )□ The proposed drawing correction filed on is: a)D approved b)D disapproved by the Examiner. 

If approved, corrected drawings are required in reply to this Office action. 

12) D The oath or declaration is objected to by the Examiner. 
Priority under 35 U.S.C. §§ 119 and 120 

13) D Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 1 19(a)-(d) or (f). 

a)DAII b)D Some*c)D None of: 

1 .□ Certified copies of the priority documents have been received. 

2. D Certified copies of the priority documents have been received in Application No. . 

3. Q Copies of the certified copies of the priority documents have been received in this National Stage 

application from the International Bureau (PCT Rule 17.2(a)). 
* See the attached detailed Office action for a list of the certified copies not received. 

14) D Acknowledgment is made of a claim for domestic priority under 35 U.S.C. § 1 19(e) (to a provisional application). 

a) □ The translation of the foreign language provisional application has been received. 

15) D Acknowledgment is made of a claim for domestic priority under 35 U.S.C. §§ 120 and/or 121. 
Attachment(s) 

1 ) ^ Notice of References Cited (PTO-892) 4) □ Interview Summary (PTO-41 3) Paper No(s). . 

2) O Notice of Draftsperson's Patent Drawing Review (PTO-948) 5) CI Notice of Informal Patent Application (PTO-152) 

3) [3 Information Disclosure Statement(s) (PTO-1449) Paper No(s) 4J> . 6) □ Other: 



U.S. Patent and Trademark Office 
PTO-326 (Rev. 04-01) 



Office Action Summary 



Part of Paper No. 8 
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DETAILED ACTION 



Information Disclosure Statement 

1. The information disclosure statement filed December 6, 2001 fails to comply with 
37 CFR 1 .98(a)(1), which requires a list of all patents, publications, or other information 
submitted for consideration by the Office. The information disclosure statement has 
been received; however, it did not contain a list of references. As a result, there is no 
copy of this paper returned as a part of this office action. It is noted that an international 
search report has been received. 



Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351 (a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 



2. Claims 1-2, 5-6, 11-12, 15-16, and 21 are rejected under 35 U.S.C. 102(e) as 
being anticipated by Bisbee et al US Patent No. 6,237,096. Bisbee discloses a system 
and method for electronic transmission, storage, and retrieval of authenticated 
documents. 
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3. With regards to claims 1 , 7 and 1 1 , the disclosed system includes a transfer 
agent (client) that sends a digital document along with a digital signature to an 
Authentication Center (column 6, lines 46-54). After receiving and verifying the data 
from the client, the server appends a digital signature to the data (column 6, lines 60-63) 
and then stores the digitally signed documents (column 7, lines 5-8). The authenticated 
information objects (digital signature objects) disclosed by Bisbee consist of a digital 
signature of the first party (client), a digital certificate of the first party, a digital certificate 
from the trusted repository, and a digital signature from the trusted repository (column 3, 
lines 9-14). The authenticated information objects are stored under the control of the 
trusted repository (column 3, lines 16-19). 

1 . With regards to claims 2 and 12, in the disclosed system a client can make a 
query to the server to transfer a data object (column 12, lines 53-54). The information 
object is then transmitted using secure electronic means (column 12,lines 61-64). The 
secure electronic means include processing by way of a signature validation step to 
verify the signatory as well as the integrity of the transmitted data (column 1 1 , lines 28- 
40). 

2. With regards to claims 5-6 and 15-16, Bisbee discloses a single serialized object 
in Figure 9. The figure shows a single object including the document data, signature, 
and certificate in a sequential format. 

3. With regards to claim 21 , Bisbee discloses a system in Figure 3 that includes 
input lines from a plurality of clients into an authentication center that includes a remote 
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database management system (RDBMS). 
signature objects as previously described. 
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The authentication center produces 



Claim Rejections - 35 USC § 103 

4. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

5. Claims 3-4 and 13-14 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Bisbee et al US Patent No. 6,237,096 in view of Date "An Introduction to Database 
Systems". Bisbee discloses a system and method for electronic transmission storage 
and retrieval for authenticated documents. With regards to claims 4 and 14, Bisbee's 
disclosed system includes a signature validation step in which a certificate and 
signature appended to the document are extracted and used to determine message 
integrity and to verify the signatory of the data (column 1 1 , lines 28-40). With regards to 
claims 3 and 13, Bisbee lacks a reference to querying based upon digital signature 
criteria. Date teaches that databases can be queried by using row or column sub- 
setting operations (Paragraph 4). Figure 1 .8 (page 23) illustrates the retrieval of a 
subset of records based upon certain criteria. Any data in the table may be used as 
criteria for the database query. In the case of the instant invention, a database table 
comprising a document, signature, and certificate may be searched for records 
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containing a specific signature. At the time the invention was made, it would have been 
obvious to a person of ordinary skill in the art to utilize Date's method of querying for 
user signature data as it would allow the user to find all documents created by the same 
signatory or signed by the same digital signature. 

6. Claims 9-10 and 19-20 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Bisbee et al US Patent No. 6,237,09. With regards to claims 9-19, 
Bisbee's disclosure as previously described lacks a reference to a second certificate 
and signature from a second source being used to create a second signature object. 
However, Bisbee's disclosure does show the steps of applying a certificate and 
signature to a "document" (Figure 9 and column 11, lines 15-27). Applying a certificate 
and a signature to a first signature object as defined by the claims would generate a 
second signature object. At the time the invention was made, it would have been 
obvious to a person of ordinary skill in the art to treat a first signature object as a 
document and reapply the steps of signing and certifying in order to add additional 
protection measures to the document and to allow the adding of additional signatories. 
With regards to claims 10 and 20, Bisbee's disclosure lacks a reference to the validation 
of a first signature object using a second signature and a second certificate. Bisbee's 
disclosure does include references to the validation of an authenticated information 
objects (digital signature objects) as described above. The first signature object as 
defined by the claim could be treated as the data portion of the authenticated 
information object and processed and validated as such. Upon validation of the first 
signature object using the second signature, the first signature object could then 
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undergo the same process using the certificate and signature included in the object. 
Bisbee teaches that the application of a second certificate and second signature can be 
used to transfer ownership of a document to a new entity (column 13, lines 11-15). At 
the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to treat a first signature object as a document and reapply the steps of 
processing and validation in order to provide an extra layer of protection against data 
corruption and to provide a method for transferring ownership of a document. 
7. Claims 7-8 and 17-18 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Bisbee et al US Patent No. 6,237,096 in view of Ramasubramani US Patent No. 
6,233,577. Bisbee discloses a system and method for electronic transmission storage 
and retrieval for authenticated documents as described above. Bisbee lacks a 
disclosure regarding storing certificates in columns of a database table. 
Ramasubramani discloses a centralized certificate management system that includes 
user accounts kept in a database (column 7, line 26) in which certificates are stored 
(column 7, lines 10-15). At the time the invention was made, it would have been 
obvious to a person of ordinary skill in the art to utilize Ramasubramini's method of 
storing certificates in user identification accounts as it would help reduce the latency in 
querying the database for certificates. 



Conclusion 



# 
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8. Any inquiry regarding this communication from the examiner should be directed 
to Andrew Nalven at (703) 305-8407 during the hours of 7:15 AM - 4:45 PM Monday 
through Thursday. The examiner can also be reached on alternate Fridays. 

In the event that attempts to reach the examiner are unsuccessful, the 
examiner's supervisor, Gregory Morse can be reached on (703) 308 - 4789. 



Any response to this action should be mailed to: 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 
Or faxed to: 

(703) 746 - 7239 (for formal communications intended for entry) 

Or: 

(703) 746 - 8095 (for informal or draft communications, please label 

"PROPOSED" or "DRAFT") 
Hand-delivered responses should be brought to Crystal Park II, 2121 Crystal 
Drive, Arlington, VA 22202, Fourth Floor (Receptionist). 



Any inquiry of a general nature or relating to the status of this application or 
proceeding should be directed to the receptionist whose telephone number is (703) 305- 



3900. 




GREGORY MORSE 
SUPERVISORY PATENT EXAMINER 
-CHNOLOGY CENTER 2100 



